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Abstract. Pattern recognition systems have been widely used in adversarial classification tasks like spam ﬁltering and intrusion detection
in computer networks. In these applications a malicious adversary may
successfully mislead a classiﬁer by “poisoning” its training data with
carefully designed attacks. Bagging is a well-known ensemble construction method, where each classiﬁer in the ensemble is trained on a diﬀerent
bootstrap replicate of the training set. Recent work has shown that bagging can reduce the inﬂuence of outliers in training data, especially if
the most outlying observations are resampled with a lower probability.
In this work we argue that poisoning attacks can be viewed as a particular category of outliers, and, thus, bagging ensembles may be eﬀectively
exploited against them. We experimentally assess the eﬀectiveness of
bagging on a real, widely used spam ﬁlter, and on a web-based intrusion
detection system. Our preliminary results suggest that bagging ensembles can be a very promising defence strategy against poisoning attacks,
and give us valuable insights for future research work.

1

Introduction

Security applications like spam ﬁltering, intrusion detection in computer networks, and biometric authentication have been typically faced as two-class classiﬁcation problems, in which the goal of a classiﬁer is to discriminate between
“malicious” and “legitimate” samples, e.g., spam and legitimate emails. However, these tasks are quite diﬀerent from traditional classiﬁcation problems, as
intelligent, malicious, and adaptive adversaries can manipulate their samples to
mislead a classiﬁer or a learning algorithm. In particular, one of the main issues
to be faced in a so-called adversarial classification task [6] is the design of a
robust classiﬁer, namely, a classiﬁer whose performance degrades as gracefully
as possible under attack [6,12]. Adversarial classiﬁcation is attracting a growing
interest from the pattern recognition and machine learning communities, as witnessed by a recent workshop held in the context of the NIPS 2007 conference 1 ,
and by a special issue of Machine Learning [13] entirely dedicated to this topic.
1
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In this work we consider a speciﬁc class of attacks named causative attacks in
[2,1], and poisoning attacks in [11], in which the adversary is assumed to control
a subset of samples that will be used to train or update the classiﬁer, and he
carefully designs these samples to mislead the learning algorithm. For instance, in
intrusion detection skilled adversaries may inject poisoning patterns to mislead
the learning algorithm which infers the proﬁle of legitimate activities [11] or
intrusions [15,4]; while in spam ﬁltering adversaries may modify spam emails
by adding a number of “good words”, i.e., words which are likely to appear in
legitimate emails and not in spam, so that when a user reports them as spam to
the ﬁlter, it becomes more prone to misclassify legitimate emails as spam [14].
We argue that the problem of designing robust classiﬁers against poisoning
attacks can be formulated as a problem in which one aims to reduce the inﬂuence
of outlier samples in training data. The main motivation is that the adversary
aims to “deviate” the classiﬁcation algorithm from learning a correct model or
probability distribution of training data, and typically can control only a small
percentage of training samples. If this were not true, namely, poisoning samples
were similar to other samples within the same class (or even to novel samples
which represent the normal evolution of the system), their eﬀect would be negligible. Since bagging, and in particular weighted bagging [19], can eﬀectively
reduce the inﬂuence of outlying observations in training data [9], in this work
we experimentally investigate whether bagging ensembles can be exploited to
build robust classiﬁers against poisoning attacks. We consider two relevant application scenarios: a widely deployed text classiﬁer in spam ﬁltering [16], and
a basic version of HMM-Web, an Intrusion Detection System (IDS) for web
applications [5].
The paper is structured as follows: in Sect. 2 we review related works, in
Sect. 3 we highlight the motivations of this work, in Sect. 4 we describe the
problem formulation and the considered applications, in Sect. 5 we present our
experiments, and, eventually, in Sect. 6 we draw conclusions and sketch possible
future work.

2

Background

The aim of this section is twofold. We ﬁrst discuss works which investigated the
eﬀectiveness of bagging ensembles in the presence of outliers (Sect. 2.1). Then,
we shortly review works related to poisoning attacks (Sect. 2.2).
2.1

Bagging in the Presence of Outliers

Bagging, short for bootstrap aggregating, was originally proposed in [3] to improve the classiﬁcation accuracy over an individual classiﬁer, or the approximation error in regression problems. The underlying idea is to perturb the training
data by creating a number of bootstrap replicates of the training set, train a
classiﬁer on each bootstrap replicate, and aggregate their predictions. This allows to reduce the variance component of the classiﬁcation or estimation error
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(in regression) (e.g., [3,7]). Indeed, bagging has shown to be particularly successful when applied to “unstable” classiﬁers (i.e., classiﬁers whose predictions vary
signiﬁcantly when small variations in training data occur) like decision trees and
neural networks. Other explanations to the eﬀectiveness of bagging were also
proposed; in particular, in [9] it was argued that bagging equalizes the inﬂuence of training samples, namely, it reduces the inﬂuence of outlier samples in
training data. This was also experimentally veriﬁed on a simple task in [10], and
exploited in [8] to develop outlier resistant PCA ensembles.
To further reduce the inﬂuence of the most outlying observations in training
data, weighted bagging was proposed in [19,18]. The rationale behind this approach is to resample the training set by assigning a probability distribution over
training samples, in particular, lower probability weights to the most outlying
observations. The method can be summarised as follows. Given a training set
n
T
nn= {xi , yi }i=1 , and a set of probability weights w1 , . . . , wn , for which it holds
i=1 wi = 1:
1. create m bootstrap replicates of Tn by sampling (xi , yi ) with probability wi ,
i = 1, . . . , n;
2. train a set of m classiﬁers, one on each bootstrap replicate of Tn ;
3. combine their predictions, e.g., by majority voting, or averaging.
Note that this corresponds to the standard bagging algorithm [3] when wi = 1/n,
i = 1, . . . , n, and the majority voting is used as combining rule.
The set of weights w1 , . . . , wn was estimated in [19,18] using a kernel density
estimator. Since kernel density estimation can be unreliable in highly dimensional
feature spaces, the authors exploited a boosted kernel density estimate, given by
f (xi ) =

n

j=1

wj
k(xi , xj ) ,
(2π)d/2 σ d

(1)

where k(xi , xj ) = exp (−γ||xi − xj ||2 ) is a Gaussian kernel, and the set of
weights w1 , . . . , wn is iteratively estimated as follows. Initially, all samples are
equally weighted, i.e., wi = 1/n, i = 1, . . . , n. Each weight is then iteratively
(k+1)
(k)
updated according to wi
= wi + log (f (k) (xi )/g (k) (xi )), where k represents
current iteration, and g(xi ) is the “leave-one-out” estimate of f (xi ), given by
g(xi ) =

n

j=1

wj
k(xi , xj )I(j = i) ,
(2π)d/2 σ d

(2)

where I(j = i) equals 0 (1) only when j = i (j = i). Once convergence or a
maximum number of iterations is reached, the ﬁnal weights are inverted and
normalized as
n
1  1
wi = (k) /
,
(3)
(k)
wi
j=1 wj
so that weights assigned to outlying observations exhibit lower values.
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Works on Poisoning Attacks

Poisoning attacks were investigated in the ﬁeld of adversarial classiﬁcation,
mainly considering speciﬁc applications. According to a taxonomy of potential
attacks against machine learning algorithms proposed in [2,1], they can be more
generally referred to as causative attacks, and can be exploited either to increase
the false positive rate (i.e., the percentage of misclassiﬁed legitimate samples) or
the false negative rate at operation phase. They were thus further categorised
as availability or integrity attacks.
Poisoning attacks were devised against spam ﬁlters [14] (based on adding “good
words” to spam emails, as described in Sect. 1) and simple online IDSs [2,11].
Instead, in [17] a countermeasure against them was proposed; in particular, the
framework of Robust Statistics was exploited to reduce the inﬂuence of poisoning
attacks in training data (which were implicitly considered “outliers”).

3

Motivations of This Work

The aim of this section is to further clarify the scope of this work. As mentioned in
Sect. 1, we argue that poisoning attacks can be regarded as outlying observations
with respect to other samples in training data. The reason for that is twofold:
1. since the goal of a poisoning attack is to “deviate” the classiﬁcation algorithm
from learning a correct model or probability distribution of one of the two
classes (or both), poisoning attack samples have to be diﬀerent from other
samples within the same class;
2. since the adversary is likely to control only a small percentage of training
data in real applications, each poisoning sample should be able to largely
deviate the learning process.
In addition, we also point out that several defence strategies implicitly deal with
poisoning attacks as they were outliers, e.g., [17]. Besides this, as discussed in
Sect. 2, a number of works highlighted that bagging (and in particular weighted
bagging) can reduce the inﬂuence of outliers in training data. Thus, in this
work we experimentally investigate whether bagging and weighted bagging can
be successfully exploited to ﬁght poisoning attacks in two diﬀerent adversarial
classiﬁcation tasks, namely, spam ﬁltering and intrusion detection. We also point
out that comparing bagging and weighted bagging with the defence strategies
mentioned in Sect. 2 is out of the scope of this work, as we are only considering
a preliminary investigation.

4

Problem Formulation and Application Scenarios

In this section we brieﬂy describe the problem formulation related to the two case
studies considered in this work, namely, spam ﬁltering and web-based intrusion
detection. For the spam ﬁltering task, we considered a text classiﬁer proposed
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in [16], which is currently adopted in several spam ﬁlters, including SpamAssassin (http://spamassassin.apache.org), SpamBayes ((http://spambayes.
sourceforge.net), and BogoFilter (http://bogofilter.sourceforge.net).
It estimates the probability for an email to be spam mainly based on its textual
content. We tested the eﬀectiveness of this classiﬁer, as well as that of bagging ensembles, against a poisoning attack proposed in [14], aimed at generating a higher
false positive rate at operation phase (i.e., a causative availability attack [1]).
The rationale is to modify spam emails by adding “good words” without making
them appear as legitimate emails (e.g., using white text on a white background
2
), so that users still report them as spam to the ﬁlter, increasing the probability
for legitimate emails including those words to be classiﬁed as spam.
For the intrusion detection task, we focused on web applications. Web
applications are largely employed in simple websites, and in security-critical environments like medical, ﬁnancial, military and administrative systems. A web
application is a software program which generates informative content in real
time, e.g., an HTML page, based on user inputs (queries). Cyber-criminals may
divert the expected behaviour of a web application by submitting malicious
queries, either to access conﬁdential information, or to cause a denial of service (DoS). In our experiments we considered a simpliﬁed version of HMM-Web,
a state-of-the-art IDS for web applications based on Hidden Markov Models
(HMMs) [5]. We devised a poisoning attack against this classiﬁer, aimed at allowing more intrusions at operation phase (i.e., a causative integrity attack [1]),
as inspired by [2,11]. To this aim, we generate attack queries with (1) a diﬀerent
structure with respect to legitimate queries, and (2) portions of structures similar to intrusive sequences. This attack turned out to be very eﬀective in practice,
as it degrades the classiﬁer’s performance when very few poisoning attacks are
injected into the training set. On the contrary, we noted that the same classiﬁer
was very robust to the injection of random sequences or of the intrusive ones.

5

Experiments

We start describing the experimental setup for the spam ﬁltering and web-based
intrusion detection tasks. In both experiments performance was evaluated as proposed in [12]. In particular, we computed the area under the ROC curve (AUC) in
K
the region corresponding to FP rates in [0, K]: AUCK = 1/K 0 TP(FP)dFP ∈
[0, 1], where K denotes the maximum allowed FP rate. This measure may be considered as more informative than the AUC since it focuses on the performance
around practical operating points (corresponding to low FP rates).
Spam filtering. Our experiments in spam ﬁltering were carried out on the
publicly available TREC 2007 email corpus 3 , which is made up of 25,220 legitimate and 50,199 spam emails. The ﬁrst 10,000 emails (in chronological order)
were used as training set, while the remaining 65,419 were used as testing set.
2
3
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The SpamAssassin ﬁlter was used to extract a set of distinct tokens from training
emails, which turned out to be 366,709. To keep a low computational complexity,
we selected a subset of 20,000 tokens (with the information gain criterion), and
used them as feature set. In particular, each email was represented by a Boolean
feature vector, whose values denoted either the absence (0) or presence (1) of the
corresponding tokens in the given email. We exploited the text classiﬁer proposed
in [16] to build bagging and weighted bagging ensembles. We considered 3, 5, 10,
20, and 50 as the number of base classiﬁers, and the simple average to combine
their outputs. For weighted bagging, we set the γ parameter of the Gaussian
kernel as the inverse of the number of features (i.e., 0.5E −4 ), since the latter
corresponds to the maximum value of the distance between two samples. Moreover, we performed a further experiment by varying γ ∈ {1E −3 , 1E −5 , 1E −6 }
besides the default value, to study the eﬀect of this parameter on the robustness
of weighted bagging. To keep the kernel density estimation computationally negligible, we computed an estimate of f (x) and g(x) (see Sect. 2.1) by considering
a randomly chosen subset of 50 training spam emails (instead of the whole set).
We point out that this did not signiﬁcantly aﬀect the estimation of the probability weights. Poisoning attack samples were created as follows. First, a set of spam
emails S was randomly sampled (with replacement) from the training set; then,
a number of randomly chosen “good words” (chosen among an available set of
good words) was added to each spam in S; and, ﬁnally, all spam emails in S were
added to the training set. As in [14], we investigated the worst case scenario in
which the adversary is assumed to know the whole set of “good words” used by
the classiﬁer (which includes all tokens extracted from legitimate emails). In our
experiments we noted that the adversary is required to add up to about 5, 000
randomly chosen “good words” to each spam to make the classiﬁer completely
useless at 20% poisoning (i.e., using 2,500 poisoning emails). We thus evaluated
the performance of the considered classiﬁers by varying the fraction of poisoning
attacks in [0, 0.2] with steps of 2%.
Web-based intrusion detection. We experimented with a dataset which
reﬂected real traﬃc on a production web server employed by our academic institution. We collected 69,001 queries towards the principal web application,
in a time interval of 8 months. We detected 296 intrusive attempts among
them. The ﬁrst 10,000 legitimate queries (in chronological order) were used
as training set, while the remaining 58,705 legitimate queries and the intrusive queries were used as test set. Each web application query q has the form
a1 = v1 &a2 = v2 & . . . &an = vn , where ai is the i-th attribute, vi is its corresponding value, and n is the number of attributes of q. We encoded each query
as the sequence of attributes and their values. 4 The HMM was trained using
the Baum-Welch algorithm, to exploit the underlying structure of legitimate
sequences, and consequently detect intrusions by assigning them a lower likelihood. To build a simple and eﬀective model, we initialized the HMM with two
states: one associated to the emission of symbols in even positions, and the other
4

The whole data set is available at
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associated to the emission of symbols in odd positions. The emission probability
of each symbol was initialized as its relative frequency in even or odd positions,
depending on the state. The state transition matrix was randomly initialized.
Similarly to spam ﬁltering, we carried out experiments also considering bagging
and weighted bagging, with 3, 5, 10, 20 HMMs per ensemble, and the simple
average as combining rule. In order to apply the kernel density estimator used in
weighted bagging (remind that we deal with sequences of non-ﬁxed length), we
ﬁrst extracted all possible bigrams (i.e. contiguous subsequences of length two)
from legitimate and intrusive sequences. Then, we represented each sequence as
a Boolean feature vector, in which each value denotes either the absence (0) or
presence (1) of the corresponding bigram in the given sequence. The length of
each feature vector (total number of bigrams) turned out to be N = 205. As
in spam ﬁltering, the default value of γ has been computed as the inverse of
the cardinality of the feature space, i.e., 1/N ≈ 5E −3 , and f (x) and g(x) were
estimated using a subset of 50 training samples. The sensitivity of weighted bagging to γ was further studied by varying γ ∈ {5E −4 , 2.5E −3 }. The poisoning
attacks against the HMM were built exploiting the rationale described in the
Sect. 4. In particular, poisoning sequences contained only bigrams which were
not present in legitimate sequences, but which might have been present in intrusive sequences. As this attack turned out to be very eﬀective, we evaluated
the performance of the considered classiﬁers by varying the fraction of poisoning
attacks in [0, 0.02] with steps of 0.2%.

5.1

Experimental Results

In this section we report the results for spam ﬁltering (Fig. 1) and web-based
intrusion detection (Fig. 2). We assessed performance using the AU C10% measure
in the spam ﬁltering task (as in [12]), and AU C1% in the intrusion detection task
(since FP rates higher than 1% are unacceptable in this application). Results
are averaged over 5 repetitions, as poisoning samples were randomly generated.
We do not report standard deviation values as they turned out to be negligible.
First, note that AUC values decreased for increasing percentage of poisoning,
as expected. When no poisoning attack is performed (0%), all classiﬁers behaved
similarly, and, in particular, bagging and weighted bagging only slightly outperformed the corresponding single classiﬁers. Under attack, instead, bagging and
weighted bagging signiﬁcantly outperformed the single classiﬁers. In particular,
the performance improvement was marked when the injected amount of poisoning attacks signiﬁcantly aﬀected the single classiﬁer’s performance (see, for
instance, 8-10% of poisoning for spam classiﬁers).
Increasing the ensemble size of bagging classiﬁers turned out to signiﬁcantly
improve the performance under attack only in the spam ﬁltering task (Fig. 1,
left). The underlying reason could be that bagging can eﬀectively drop the variance of the classiﬁcation error by increasing the ensemble size (as mentioned in
Sect. 2.1, and shown in [7]); thus, increasing the ensemble size may be eﬀective
only when poisoning attacks introduce a substantial variance in the classiﬁcation
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Fig. 1. Left: performance of the spam classiﬁer (S), bagging (B), and weighted bagging
with default γ (WB) against percentage of poisoning attacks in training data, for
diﬀerent ensemble sizes (3,5,10,20,50). Right: performance of WB with ensemble sizes
of 5 and 20 against percentage of poisoning attacks in training data, for diﬀerent γ.

error (whereas this may be not true when the error is highly biased). This aspect
can be a promising research direction to investigate.
We focus now on weighted bagging, which signiﬁcantly improved the performance over standard bagging in both experiments, as expected. This is clearly
due to the use of a kernel density estimator, which basically imputes outliers
in training data, and reduces their inﬂuence. To investigate the eﬀectiveness of
weighted bagging more in depth, we considered diﬀerent values of the γ parameter, as explained in the previous section. The rationale was to alter the
performance of the kernel density estimator. From Fig. 1 (right) one can immediately note that a value of γ = 10−3 in the spam ﬁltering task allowed weighted
bagging to completely remove poisoning attacks from training data (the performance did not decrease). On the other hand, for γ = 10−6 performance was very
similar to that of standard bagging. Similar results were obtained in the intrusion detection task. Fig. 2 (left) shows that the higher γ, the more gracefully
the performance of weighted bagging decreased. It is worth noting that weighted
bagging can worsen performance with respect to standard bagging, even in absence of poisoning, if the weights assigned by the kernel density estimator to
samples in the same class exhibit a large variance. The reason is that this leads
to obtain a set of bootstrap replicates of the training set which do not reﬂect
the correct probability distribution of training samples.
To sum up, standard bagging can provide a signiﬁcant improvement in performance over an individual classiﬁer, in particular against some kinds of poisoning
attacks. The eﬀectiveness of weighted bagging is strictly related to the capability of estimating a reliable set of weights, namely, on the capability of the
kernel density estimator to correctly impute the outlying observations. However,
when this happens (as in our experiments) weighted bagging can provide a great
performance improvement. Besides this, when using a good kernel density estimator the adversary is required to spend more “eﬀort” to build a poisoning
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Fig. 2. Left: performance of the HMM-web classiﬁer (S), bagging (B), and weighted
bagging with default γ (WB) against percentage of poisoning attacks in training data,
for diﬀerent ensemble sizes (3,5,10,20). Right: performance of WB with ensemble sizes
of 3 and 10 against percentage of poisoning attacks in training data, for diﬀerent γ.

attack which misleads weighted bagging. For instance, in the case of spam ﬁltering the adversary would be required to add only a few “good words” to each
spam email, so that poisoning emails are not easily distinguishable from others. Consequently, he would be required to control a much larger percentage of
training data, which may be not feasible in practice.

6

Conclusions and Future Work

In adversarial environments, like spam ﬁltering and intrusion detection in computer networks, classiﬁers must not only be accurate, but also robust to poisoning attacks, i.e., to the deliberate injection of malicious noise in the training set.
In this preliminary study we experimentally showed, for two relevant applications, that bagging ensembles may be a general, eﬀective technique to address
the problem of poisoning attacks, regardless the base classiﬁcation algorithm.
These results give us valuable insights for future research work. First, we plan to
theoretically investigate the eﬀectiveness of bagging against poisoning attacks.
Second, we aim to study more general methods for better estimating the set of
resampling weights. Lastly, we want to investigate what categories of poisoning attacks can be eﬀectively tackled by increasing the ensemble size (as this
emerged as an open problem from our experiments).
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