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ABSTRACT

1. INTRODUCTION

In this paper, we discuss the role that machine learning can
play in computer forensics. We begin our analysis by considering the role that machine learning has gained in computer
security applications, with the aim of aiding the computer
forensics community in learning the lessons from the experience of the computer security community. Afterwards, we
propose a brief literature review, with the purpose of illustrating the areas of computer forensics where machine learning techniques have been used until now. Then, we remark
the technical requirements that should be meet by tools for
computer security and computer forensics applications, with
the goal of illustrating in which way machine learning algorithms can be of any practical help. We intend this paper to
foster applications of machine learning in computer forensics, and we hope that the ideas in this paper may represent
promising directions to pursue in the quest for more eﬃcient
and eﬀective computer forensics tools.

Since the second half of the nineties, the world assisted
to a digital revolution that indeed changed the lifestyle of
billions of people. Internet, mobile phones and a plenty of
diﬀerent digital devices, became part of the everyday life of
all of us. In the beginning, all this stuﬀ seemed just being
something to have fun with. Nowadays, computers (of any
kind), mobile phones and “the network” all represent essential tools for the professional life of millions of people. This
fact obviously means that an always increasing amount of
valuable information is stored in digital form: digital photos,
phone books and emails are probably just the most notable
examples of this phenomena.
In this information technology age, the needs of law enforcement are changing as well. Some traditional crimes,
especially those concerning ﬁnance and commerce, are continuously upgraded according to the related technological
advances. In a broader perspective, the analysis of computers and digital devices becomes more and more important
to assess the facts in a large number of investigative cases.
Computer forensic was created to address the speciﬁc and
articulated needs of law enforcement to make the most of
this new form of electronic evidence.
For the sake of clarity, let us point out what do we exactly mean by the terms “computer forensics”. The term
“Digital forensics” is usually related to the disciplines of
analyzing digital devices for forensics purposes. Thus, it involves not only general-purpose computers but also mobile
phones, game consoles or even devices such as iPods or mp3
players. In particular “mobile forensics” is the discipline
that analyzes mobile appliances such as smart phones, or
even GPS navigation systems. “Multimedia forensics”
is the branch of digital forensics that involves the analysis
of digital media (pictures, videos and audio traces). On the
other side, “Computer forensics”, in a strict sense, applies
speciﬁcally to the analysis of general purpose computers, and
data storage appliances or data processing devices.
At present, research in computer forensics is still at an
early stage [5]: a community clearly focused on this topic
does not exist, and a clear research road-map is still missing. In particular, there is not yet a clear understanding
of how machine learning can help solving computer forensics problems [5]. In spite of this, we believe that there
is plenty of room to improve the existing techniques, especially with the help of machine learning algorithms. In this
sense, we also believe that the computer forensic community could take advantage of the experience of the computer
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security community. The reason for this is that computer
security and computer forensics are rooted in the same technical background.
In order to stimulate the research in this direction, in this
paper we investigate the role that machine learning could
play in computer forensics applications. Section 2 brieﬂy
provides an historical perspective, in order to let the reader
understand the (long) way of machine learning research before being successfully applied to computer security. In section 3 we quickly review the most recent works that propose
machine learning techniques for computer forensics, in order to provide a survey of the current research activities
in this ﬁeld. In section 4 we highlight how diﬀerent the
requirements are in the case of computer security and computer forensics tools, and also describe how computer forensics peculiarities can be exploited in order to apply machine
learning to this discipline. Finally, we conclude in section 5.

2.

HISTORICAL PERSPECTIVE

Computer security as a discipline was ﬁrst studied in the
early 1970s. In that period, the approach to the discipline
was quite rigorous and more oriented on the development of
theoretical models than on the deployment of practical applications [6, 7]. One of the cornerstones of machine learning
applications in computer security is certainly represented by
the work proposed by Denning [12]. Since then, a plenty of
diﬀerent applications of machine learning to computer security has been proposed. Doubts about the intrinsic security
of machine learning algorithms have been repeatedly raised
[4]. In spite of these doubts, and of the clear understanding that the security of machine learning algorithms has to
be improved [3], both the scientiﬁc community and the developers of tools for enforcing computer security, now seem
to be well aware of the role that can be played by machine
learning techniques in the ﬁght against cybercrime. Examples of successful applications of machine learning exist in
several areas of computer security [2, 26]. In order to get
to this point, about 25 years of eﬀorts (and billion dollars)
have been spent worldwide since the ﬁrst known internetwide attack in 1988 (the “Morris Worm”).
At present, the computer forensics community lives in a
completely diﬀerent scenario. The discipline is not much
younger than computer security, since computer forensics is
more than 25 years old. As early as 1984, the FBI Laboratory and other law enforcement agencies began developing programs to examine computer evidence. In 1993, the
FBI hosted an International Law Enforcement Conference
on Computer Evidence that was attended by 70 representatives of various U.S. federal, state, and local law enforcement
agencies and of international law enforcement agencies. Nevertheless, computer forensics received a noteworthy attention by the computer science community only in the recent
years. In fact, when in the ﬁrst 2000 the consequences of
cyber-attacks were reported by all the newspapers and TV
channels (it was the period of “Slammer” and his friends),
(almost) nobody talked yet about computer forensics. Nevertheless, almost in the same period laptops, mobile phones
and GPS navigation systems began to pervade the everyday
life of people. Since people were becoming more and more
familiar with instant messaging platforms, emails and social networks, it was quite obvious that computers will have
quickly acquired relevance also in the context of forensics
investigations.

Nowadays, a lot of computer forensics problems are still
unaddressed, and a concrete need exists of powerful tools for
forensics analysis of computers. In the next section, we will
consider some of the problems that have been addressed by
the research community, and we will provide a brief overview
of some recent works that proposed solutions based on machine learning. In particular, we will focus on those computer forensic problems that can be clearly formulated in
terms of machine learning problems.

3. LITERATURE REVIEW
In this section we review the recent literature on computer forensics with the goal of highlighting the research
directions on which applications of machine learning have
been proposed.

3.1 Textual documents and E-mail Forensics
Obviously, textual documents and e-mails represent a primary source of evidence during forensics analysis. According
to a recent study1 , more than 3 billions of email accounts
exist worldwide, the 25% being corporate email accounts.
For each business account, a number of more than one hundred of emails is estimated to be sent and received every day.
These numbers clearly shows that email is a primary source
of communication, and thus represents a potential source of
evidence that can not be neglected. While dealing with emails, an important task is the authorship veriﬁcation and
attribution. Several works have addressed this problem, by
analyzing both the structure of the e-mail document (e.g.
e-mail headers, number of lines and sentences, etc.) and linguistic patterns (e.g. character count, occurrences of punctuation, vocabulary “richness”, etc) [11, 17]. SVM as well as
clustering algorithms were employed with promising results.
For instance, in [11] a precision from 84% to 100% is achieved
while retrieving the e-mails of three diﬀerent authors from
a corpus of 156 emails.
Solutions have been also proposed for the analysis of any
kind of textual document, not only e-mails. Iqbal et. al recently proposed a solution based on data mining techniques
for the analysis of the authorship of on-line documents [18].
Cheng et. al propose a solution for author gender identiﬁcation [9]. By experimenting with several classiﬁcation algorithms (SVM, AdaBoost and Bayesian logistic regression)
this work achieved promising results (the maximum accuracy is around 80%), even if the problem is far away to be
deﬁnitely solved.

3.2 Network Forensics
The analysis of the network traﬃc can be useful in a number of computer forensics scenarios, among which a typical
case can be that of a person suspected of being responsible for a cybercrime. Unfortunately, as Wang noticed [31],
there are at least two major technical challenges in this ﬁeld:
(1) Forensic analysts are overwhelmed by huge volumes of
low-quality evidence; (2) Cyber attacks are becoming increasingly sophisticated. Nevertheless, several works have
recently addressed issues related to network forensics. Thonnard et al. proposed a framework for ﬁnding similar patterns
in network traces [29]. Liao et. al propose an approach
based on fuzzy theory which is able to automatically make
1
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inference from the network traﬃc [22]. Unfortunately, even
if the achieved results look good (more than 91% of detection rate), some doubts are left on the eﬀectiveness of the
proposed approach, since the authors provide an evaluation
of their system on the DARPA dataset only [24]. Anaya et.
al proposed a technique (based on fuzzy logic and on Artiﬁcial Neural Network) to classify network ﬂows in normal
and abnormal [1]. Wang and Daniels proposed a graphbased approach [31]. An evidence graph is ﬁrst constructed
that highlights relationships among the hosts involved in an
attack. Then, with a “reasoning” step the analyst is driven
in the identiﬁcation of the machines that had a crucial role in
the context of the attack. The authors illustrate the possible
applications of the algorithm by considering three diﬀerent
scenarios that clearly explain how the algorithm can support
the forensic analyst.
Recently, solutions have been also proposed to natively
include support to network forensics and monitoring in the
network infrastructure [16].

3.3 Events and Data Analysis
A critical issue in computer forensics analysis is represented by the large volume of the data to be analyzed. In
fact, according to recent FBI statistics, the average case size
is approximately 500 GB [13]. These data can belong to
diﬀerent sources (e.g. network traces, memory dumps, disk
images) and they are typically analyzed by using tools that
operate on only a single type of digital evidence. Some recent papers proposed solutions aimed at supporting the activity of the computer forensics expert in the analysis of the
data. Fei et al. proposed an application of Self-Organizing
Maps to detect anomalies in the Internet-behavior of computer users [14]. Khan et al. proposed a solution based on
neural networks for the construction of a time line of the
relevant events [20]. The time line is created by using four
diﬀerent sources of information: activities of the ﬁle system,
log ﬁles, registry entries (in the case of Windows machines)
and also by analyzing the free blocks and the slack space.

3.4 File Fragment Classification
File fragment classiﬁcation has been probably one of the
most investigated problems in computer forensics. The goal
is that of establishing the type of the ﬁle from which a data
fragment originates without the help of the informations provided by the ﬁle system. This can be necessary for instance
in the case of recovered ﬁles for which the initial header is
not available anymore. The most part of the works in this
area are based on the analysis of the statistical properties
(e.g. byte histograms) of the distribution of the ﬁle bytes
[10, 19, 21, 23]. The underground idea is that the properties of the bytes’ distribution for a certain ﬁle basically
depends on the originating ﬁle type. A pioneering work was
that of McDaniel et al. [23], where the statistical models of
ﬁles were created by the means of the byte histogram and
the byte frequency cross correlation. In [19], the authors
use both the byte distribution and the “rate of change” (the
absolute value of the diﬀerence between the values of consecutive bytes). Li et al. propose an application of the
n − gram analysis to this problem [21]. They create a diﬀerent centroid for each ﬁle type and calculate the Mahalanobis
distance among the ﬁle and the centroids. All the considered
works achieved promising results. For instance, in [21] the
authors claimed a classiﬁcation accuracy higher than 90%,

whereas in [10] the recall was between 90 and 100% for common ﬁle types such as Acrobat PDF or JPEG. In spite of
this, to the best of our knowledge, no one of the proposed
approaches has found application in a real tool. In fact,
as Roussev noticed [27], the promising results achieved can
not be considered statistically relevant since they have been
obtained on datasets that were at maximum 500MB large.
Recently, Garfinkel et. al. released several forensics data
sets 2 that the scientiﬁc community can employ as a common
basis for the empirical evaluation of the algorithms developed [15]. The released datasets include ﬁle corpora, disk
images, cell phone dumps, and network traces.

4. COMPUTER SECURITY AND FORENSICS
The aim of this section is to highlight similarities and differences among computer security and forensics. Our goal,
is to provide a clear understanding of the requirements that
a computer forensic tool should be able to meet. To do this,
we compare computer security and forensics by considering
three diﬀerent aspects: the goals pursued by the two disciplines (section 4.1); the requirements that should be meet
by computer security and computer forensics tools (section
4.2); the perspective according to which machine learning should be applied to the two disciplines (section 4.3).

4.1 Goals
As we already mentioned in the paper, computer security and computer forensics share the same technical background. In fact, both disciplines require a clear and in-depth
understanding of how the computers’ world works. What it
can be probably said, is that if computer security very often
involves topics related to the “network’ segment’, computer
forensics concerns are often related to issues such as disk
and ﬁle analysis. This diﬀerence can be easily explained if
we see the diﬀerent goals of the two disciplines. Computer security aims to prevent something (a cyber-attack)
from happening. Since the network is still the main channel
for attack propagation (let’s think of drive-by-downloads attacks), the analysis of the network traﬃc is fundamental for
attack prevention and detection. This is the reason why topics related to network monitoring (e.g. botnet/fast-ﬂux networks detection or DNS security) receive a lot of attention
by the research community. On the contrary, the computer
forensics analyst works with an opposite perspective. Since
he is typically asked to ﬁnd evidences for a crime (that can
also be a cyber-crime), he obviously works after the crime
has been committed. Thus, since the hard-drive is the place
where the information managed by a computer “persists”,
it results obvious that issues related to the analysis of the
disk (and of the information it contains) represent one of the
main topics in the computer forensics research [23, 20].

4.2 Requirements
Computer security and computer forensics exhibit diﬀerent sets of requirements. We analyze computer security requirements in 4.2.1 , whereas computer forensics requirements are discussed in 4.2.2.

2
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4.2.1 Computer Security Requirements
With respect to a computer security tool, we identify three
key requirements: it should be able to work in real-time, it
should not generate too many false alarms and should be
as autonomous as possible. The ﬁrst one descends from
the fact that typically the tool should be able to prevent
the attack before it occurs. Anti-virus softwares, Intrusion
Prevention Systems, or even Web Application Firewalls certainly represent examples of tools that are required to detect
the malicious patterns in real time. This represents a particularly severe constraint, especially when large volumes of
data must be analyzed (such as for instance in the case of a
network-based Intrusion Prevention System). A second fundamental requirement is related to the false alarms rate,
that indeed must be low. This always represent a crucial
point in the case of anomaly-based systems since this requirement has to be meet without aﬀecting the generalization capability of the system. Finally, it is also desirable
for the tool to be as autonomous as possible, requiring
(possibly) no intervention by the user (at least if no attack
occur).

4.2.2 Computer Forensics Requirements
The requirements in the case of a computer forensics tool
are totally diﬀerent. In fact, it must be considered that the
forensic analysis is driven by the computer forensics analyst,
and then requires a considerable human intervention. Depending on the scenario of the investigation, the computer
forensics expert has to decide where the evidence has to be
searched and what is the best way to ﬁnd it. For instance, it
can be searched within textual ﬁles or spreadsheets if the investigation concerns ﬁnancial crimes, while the search should
focus on images or on the web browser history in the case
of a suspect of pedophilia, or even in the system log ﬁles if
the investigation concerns some cybercrime.
Once the analysis strategy has been planned, one of the
biggest challenges the forensics analyst is called to face is
represented by the large volume of data that typically must
be analyzed. This can easily happen if the investigation requires the analysis of the activity of a network, of a server,
or of the emails exchanged by the inquired person during
several years. In a similar scenario, machine learning algorithms certainly represent a resource that can be exploited
to facilitate the activity of the forensics analyst. In particular, we think that the research should be pushed in the
direction of developing algorithms for automatic clustering
or categorization of documents. For instance, we think that
algorithms of text categorization can be certainly adapted
to forensics purposes [28].
A second point that can be considered is that computer
forensics experts typically employ several similar tools to
perform the same analysis. This basically happens because
not always diﬀerent tools produce the same results. Thus,
using several tools can help to ﬁnd the evidence that one
tool could have not found, or even to have conﬁrmation if
all the tools produce the same result. Nevertheless, this
raises the problem of correlating informations from different sources. Solutions have been proposed that address
this issue [8] but, at the best of our knowledge, nothing yet
has been done with the support of machine learning algorithms. In this sense, the vast literature on “alert correlation” frameworks based on machine learning algorithms can

certainly provide useful hints [30] to the computer forensics
community.
Finally, it must be considered that computer forensics
analysis are not subject to real-time constraints. In fact,
it is absolutely reasonable to have tools that require even
several days of computations if, at the end, the work of the
analyst will result facilitated. Actually, this opens the possibility to consider also complex and heavy algorithms.

4.3 A formal comparison
In this section, we propose a diﬀerent (and more formal )
way of comparing computer security and computer forensics based on the analysis of Mitchell about the place of
machine learning in computer science [25]. As Mitchell noticed, “machine learning methods are the best methods in
applications that are too complex for people to manually design the algorithm”. In our opinion, both computer security
and computer forensics fall into this category. In fact, modern computers (and computer networks) are indeed complex
and they will become certainly more as computer science will
continue to evolve. It is certainly true that is complex for
people to manually design the algorithm in many computer
security and forensics applications. In addition, situations
also exist where even if it would be theoretically possible,
it actually is not because for instance too many variants of
the patterns to be modeled exist (e.g. malware detection).
We think that whereas the computer security community is
completely aware of this, the computer forensics community
actually is not.
With regard to the Mitchell’s considerations, a point on
which computer security and forensics are probably diﬀerent, is the need “that the software customize to its operational environment after it is fielded ”. This requirement also
exists in computer security (let us think to anomaly based
IDS) but we are persuaded that it is deﬁnitely stronger in
the case of computer forensics applications. In fact, in computer forensics the analysis can not be approached in the
same way whatever the case is, since it must be tailored to
each speciﬁc investigation scenario. In this sense, the human intervention can certainly represent the value added
on which computer forensics can rely with respect to computer security, if the learning algorithm is able to incorporate
the feedback provided by the analyst.

5. CONCLUSIONS
In this paper we proposed some useful guidelines for the
application of machine learning to computer forensics. We
ﬁrst provided an historical perspective for both computer
security and forensics. Then, we brieﬂy reviewed the literature in order to illustrate in which areas of computer forensics machine learning has been recently applied. After, we
discussed diﬀerences and similarities among computer security and forensics, in order to make clear what should be
expected from applications of machine learning in computer
forensics. Finally, we provided for a more formal comparison
of the two disciplines, in order to illustrate the perspective
according to which machine learning should be applied in
computer forensics.
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