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Abstract—Spoof attacks consist in submitting fake biometric
traits to biometric systems, and are a major threat that can curtail their security. Multi-modal biometric systems are commonly
believed to be intrinsically more robust to spoof attacks, but
recent works have shown that they can be evaded by spoofing
even a single biometric trait. This result was however obtained
under the worst-case scenario that the attacker is able to fabricate
an exact replica of the genuine biometric trait, which was
simulated by assuming that the matching score distribution of
fake traits is identical to the one of genuine users. This demands
for a more thorough investigation of the robustness of multimodal biometric systems against realistic spoof attacks, namely
under non-worst case scenarios. In this paper we focus on bimodal systems made up of a face and a fingerprint matcher,
whose scores are fused using the well-known sum, product,
weighted sum and likelihood ratio (LLR) rules. We evaluate their
robustness against realistic spoof attacks obtained by fabricating
fake biometric traits. The main goal of our study is to investigate
whether a realistic spoof attack against both modalities can
allow the attacker to crack the multimodal system. Our results
show that even in a realistic, non-worst case scenario, the false
acceptance rate (FAR) remarkably increases.

I. I NTRODUCTION
The forgery in unattended operation of biometric authentication has escalated with the rapid growth in the use of biometric
systems. Several researchers have shown that many biometrics
such as face, fingerprint and iris of legitimate users can be
stealthy procured to produce synthetic (fake) biometric traits
to attack biometric sensors [1], [2], [3]. This kind of biometric
forgery is know as “spoof attack”. Since spoof attacks are
carried out directly on the biometric sensor, they are also
named as “direct attacks”.
Multi-modal biometric systems are commonly believed to
be intrinsically robust against spoof attacks, contrary to monomodal systems [4]. Multi-modal systems integrate evidences
produced by multiple source of information, namely different
biometric traits, and have been originally proposed to improve
accuracy and to overcome some inherent limitations of monomodal systems. The belief on their intrinsic robustness against
spoof attacks is based on the assumption that an intruder has to
spoof all fused biometrics simultaneously to crack the system.
However, this assumption is not based than on any theoretical
or empirical evidence.
Contrary to the above common belief, recent works have
shown that multimodal biometric systems can be cracked by

faking even a single biometric trait [5], [6], [7]. However, most
of these results were obtained under the worst-case scenario
that the attacker is able to fabricate a perfect replica of the
genuine biometric trait, which was simulated by assuming that
the distribution of matching scores of fake traits is identical
to the one of genuine users. Accordingly, these results raise
the issue of investigating more thoroughly the robustness of
multi-modal biometric systems against realistic spoof attacks,
namely under non-worst case scenarios.
In our previous works we addressed this issue by proposing
a model of the matching score distribution of fake traits to
simulate non-worst case scenarios [8], [9], and by analysing
to what extent the non-worst case assumption is representative
of realistic attacks [10]. In this paper, we focus instead
on verifying the common belief mentioned above, that a
multi-modal system can actually be cracked by spoofing all
the considered biometric traits. To this aim, we empirically
evaluate the robustness of bi-modal systems made up of a
face and a fingerprint matcher, by fabricating fake fingerprints
and fake face images using realistic techniques. We point
our that [6] and [7] considered spoof attacks against more
than one matcher, but one or both attacks were simulated
under the worst-case assumption. We carry out our empirical
investigation using several well-known score fusion rules: sum,
product, weighted sum and likelihood ratio (LLR). Our results
show that even in a realistic, non-worst case scenario, the
false acceptance rate (FAR) can remarkably increase when
both traits are spoofed, regardless on the score fusion rule.
This provides a clear evidence that multi-modal systems can
be cracked through realistic spoof attacks, at least when all
biometric traits are spoofed.
The paper is organized as follows. Section II provide a
concise description of the architecture of multi-modal biometric systems, with reference to the one considered in this
paper, and summarises previous works their robustness against
spoof attacks. The data sets used in this work are described
in Section III. The experimental results are reported and
discussed in Section IV. Section V concludes the paper.
II. BACKGROUND
A. Multi-modal Biometric Systems
Figure 1 illustrates the architecture of a multi-modal biometric system, with reference to the one considered in this
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Fig. 1.
Outline of a multi-modal system composed of a face and a
fingerprint matcher, whose matching scores are combined
by a fusion rule
!
S = f (Sface , Sfingerprint ).
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work, namely a bi-modal system composed of a face and
a fingerprint matcher. In a multi-modal systems, information
fusion can be carried at various levels: feature extraction level,
matching score level and decision level. Fusion at the matching
score level is generally preferred due to ease in accessing and
combining of matching scores, and will be adopted in this
work, as in [5], [6], [7].
In a verification setting, first the user provides his face
and fingerprint to the corresponding sensors, and claims his
identity. Then, the biometric traits are individually processed,
and compared with the enrolled respective templates of the
claimed identity. Lastly, the matching scores outputted by
each matcher (Sface and Sfingerprint respectively for the face and
fingerprint matchers) are fused, according to a given rule. If the
fused score S is equal or greater than a predefined threshold
T , then user is accepted as genuine (this decision is denoted
as ‘G’ in the figure), otherwise it is rejected as an impostor
(‘I’).
B. Multi-modal Biometric Systems under Spoof Attacks
Spoof attacks against biometric systems have been investigated since the early paper of [2], where a 60% acceptance rate
was reported for artificial fingerprints replicated using gum
and gelatin. Some researchers have also shown that iris may
be faked by suitable contact lenses [3], and face verification
systems can be fooled by showing a simple photograph of a
genuine user [13]. Several liveness/vitality detection methods
have been proposed by most of the researchers as a possible
countermeasure. For instance, in fingerprint liveness detection
many hardware- and software-based techniques have been
developed and adopted in commercial products (e.g., see the
survey in [14]). However, liveness detection has a major
disadvantage: it typically increases the percentage of genuine
users rejected as impostor (i.e., the false rejection rate, FRR).
Other spoof detection algorithms have been proposed for other
biometric traits, but their performance was not satisfactory as
well.
Besides liveness detection, as explained in Section I multimodal biometric systems are commonly believed to be themselves a “natural” defence mechanism against spoof attacks,
based on the intuitive assumption that they require spoofing
of all fused biometric traits simultaneously in order to be
cracked. However, there is no theoretical or empirical evidence
to support this belief. On the contrary, some recent works
[5], [6], [7] have addressed this issue and questioned the
validity of the above claim. Reported results in [5] and [6]
using sum, weighted sum and LLR score fusion rules showed

that multimodal systems can be cracked by spoofing only one
biometric trait. They considered systems made up of two (face
and fingerprint) or three matchers (face, fingerprint and iris).
A substantial increase of the false acceptance rate (FAR) of
these systems under spoof attacks was indeed highlighted.
However, most of these results were obtained using simulated
spoof attacks at the matching score level, under the worstcase assumption that the attacker is able to fabricate the
exact replica of the genuine biometric traits, and thus that the
matching score distribution of the spoofed biometric traits is
equal to the one of the genuine traits. While this worst-case
assumption may be reasonable for some biometric traits, like
2D faces (as discussed in [7]), its validity for other traits like
iris and fingerprint is questionable.
Notably, in [7] some experiments have been carried out
using a fraction of real spoofed fingerprints from the Fingerprint Liveness Detection Competition (LivDet09) [16]. The
fake fingerprint score distribution obtained in the study was
remarkably different from the genuine score distribution, additionally providing the proof that worst-case hypothesis is not
realistic for all biometric traits and spoofing techniques.
The above results raise the issue of more thoroughly investigate the robustness of multi-modal systems against realistic
spoof attacks, namely their performance degradation in the
non-worst case scenario when the fake traits are not exact
replicas of genuine ones. This is however a difficult task, as
in principle it requires to fabricate fake traits. In our previous
works we started to addressed this issue, under two different
viewpoints. On the one hand, we proposed a model of the
matching score distribution of fake traits to simulate also nonworst case scenarios [8], [9], thus extending the scope of the
analysis of [5], [6], [7], without the need of fabricating fake
traits. On the other hand, we fabricated fake fingerprints and
fake face images to assess to what extent the non-worst case
assumption is representative of realistic attacks against these
two traits [10]. As explained in Section I, in this paper we
focus on one of the other issues related to the robustness
of multi-modal systems against spoof attacks, namely on
verifying the common belief that they can be cracked by
spoofing all the considered biometric traits.
III. E XPERIMENTAL SETUP
In this study, we used a bi-modal face-fingerprint system
like the one of Fig. 1, with different fusion rules. To evaluate
the performance of the system when both traits are spoofed,
we constructed a data set of faces and fingerprints, and the
fabricated fake traits for both modalities.
A. Fusion rules
We used the following fixed and trained fusion rules. Note
that in fixed fusion rules no parameters have to be set during
the design of the system, contrary to trained rules.
1) Fixed rules
Sum. The fused score is obtained by simple addition of the
individual score values:
S = Sface + Sfingerprint .

(1)

!
!
Product. The product rule computes the fused score as:
S = Sface × Sfingerprint .

(2)

2) Trained rules
Weighted sum by Linear Discriminant Analysis (LDA).
The individual scores are linearly combined as:
S = w0 + w1 Sface + w2 Sfingerprint ,

(3)

where w0 , w1 and w2 are weights determined by the maximization of the Fisher Distance (FD) between the score
distributions of genuine and impostor users. Let µI , σI2 and
2
µG , σG
be the mean and variance of impostor (‘I’) and
genuine (‘G’) score distributions, respectively. In the case of
two matchers, FD is given by:
FD =

(µG − µI )2
2 + σ2 .
σG
I

(4)

Likelihood ratio (LLR). This rule computes the fused
score as follows, when sface and sfingerprint are considered as
independent random variables:
S=

p(Sface |G) · p(Sfingerprint |G)
,
p(Sface |I) · p(Sfingerprint |I)

(5)

where p(·|G) and p(·|I) are the matching scores probability
density function (PDF) of genuine and impostor users, respectively. In general, parametric (e.g., Gaussian, Gamma, Beta)
or non-parametric models (e.g., Parzen windows) can be used
to fit the genuine and impostor distributions.
B. Data set
We used two separate data sets of faces and fingerprints
previously collected by our research group in different times,
coming from different persons. To build a multi-modal data set
(i.e., a data set in which each user has a face and a fingerprint
trait), since the two data sets did not contain the same users,
we randomly and uniquely combined the face modality and
the fingerprint modality of pairs of different users of respective
data sets, obtaining a “chimerical” data set of 40 users, with 40
genuine samples per user. This is a common procedure used in
works on multi-modal systems [19]. To carry out more runs of
the experiments, we repeated the above process for five times,
obtaining five different chimerical data sets. For each data set,
we used 40% of the users as training set, and the remaining
ones as testing set. We estimated the parameters of the trained
score fusion rules on the training set. The presented results
are average testing set results on the five data sets.
The fingerprint and the face verification systems used for
the experiments were implemented using the NIST Bozorth3
matching algorithm [20] and the EBGM matching algorithm
[21], respectively.
In weighted sum rule, the weights were computed on training set while in LLR rule, we fitted a parametric distribution
to training set for individual density estimation. We opted
Gamma distribution, as in [5], because it was providing a better
approximation of our data.
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Fig. 2. Example of face spoof. Original template image (left), spoofed face
by “photo-attack” (right).
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C. Spoofing techniques and spoof data sets.
Starting from the data sets described above, we constructed
spoof attacks as follows.
1) Face Spoofing
Spoofing techniques clearly depend on the nature of the
system that has to be attacked. In the case of face spoofing,
one has to consider that face recognition systems can be widely
categorized into two classes: 2D (2-dimensional) and 3D (3dimensional) systems. A biometric 2D face recognition system
takes into consideration only the two dimensional image of
the face. 3D systems are clearly more complex, and recognize
faces on the basis of features extracted from the 3D shape of
the whole face, using methods such as paraxial viewing, or
patterned illumination light [17].
Latest studies on the vulnerability of face recognition systems to attacks have shown that they are widely susceptible to
spoof attempts. The 2D face recognition systems can be easily
misled by presenting a photograph or a facial video of the
enrolled person’s face displayed on a portable device [1], [18].
A genuine user’s facial image or video can be simply captured
using small cameras, without their awareness and consent
for spoofing purpose. Moreover, in today’s modern network
society, person’s facial photographs are usually available to the
public. For example, to fool a biometric authentication system
an attacker can submit a genuine user’s photograph acquired
from a social networking web site. Face video spoofing of
genuine users has behavioral clues like expressions and eye
blinking, which may also thwart vitality detection techniques.
3D face recognition systems are spoofed by 3D face model
or face mask fabricated by rubber, plastic, silica gel [18]. The
prerequisite to spoof 3D face systems is the presented face
to camera should be three dimensional, thus making 3D face
spoofing more complicated than a 2D face spoofing. Due to
ease in spoof fabrication, and to the wide adoption of 2D
systems, photographs and videos of faces are still the most
common methods for spoofing faces.
To date, no face biometric data set with spoof attack samples
have been publicly released. Hence, we fabricated spoofed
face images using the face data set previously described. Live
faces in our data set were collected with different lighting and
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Fig. 3. Example of fingerprint spoof. Original template image (left), spoofed
fingerprint by silicon (right).

facial expressions conditions, with a time interval of about two
weeks between the two sessions. We fabricated the spoofed
faces using the “photo attack” method mentioned in [1], [18].
It consists in putting in front of the camera the photograph
of each genuine user. We show the photograph to the camera
using a laptop screen. Figure 2 depicts an example of a live and
spoofed face of a genuine user, fabricated by “photo attack”,
acquired by the camera. No visible artifact arises from the use
of this technique, at least in this example. Namely, the spoofed
face looks exactly like a genuine one.
2) Fingerprint Spoofing
Spoofed fingerprint can be replicated by two methods: “consensual” or “direct casts”, and “non-consensual” or “indirect
casts”. When the consensual method is used, fake fingerprints
are fabricated by user’s consent and cooperation. The nonconsensual method, instead, does not require any cooperation
of the user, since latent finger-marks are used to fabricate the
spoofed fingerprint. Notably, most of the researchers reported
results on spoofed fingerprints reproduced by the consensual
method [2], [16].
In the consensual method users press their finger in a
suitable soft material such as wax, play doh, dental mold
material, or plaster, to create the negative impression as a
mold. From mold fake fingerprints are casted using different
materials like silicon, moldable plastic, plaster, or clay.
For spoofing the fingerprints, we adopted the “consensual”
method. We used a plasticine-like material as the mold while
a two-compound mixture of liquid silicon and a catalyst
were used as cast. The main property of the cast material is
high flexibility silicon resin (SILGUM HF) with a very low
linear shrinkage. All live and spoofed fingerprint images were
collected using the Biometrika FX2000 optical sensor. Figure
3 shows the original, “live” client image, beside a replica made
up of silicon.
IV. E XPERIMENTAL R ESULTS
In this section, we evaluate whether realistic spoofing attacks involving all the modalities of the considered multimodal systems, using the four score fusion rules mentioned
above, allow the attacker to break them. For reference, we also
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report the results under the worst-case assumption. The results
are reported in Figure 4 in terms of the average Detection
Error Trade-off (DET) curves attained on the test set. A DET
curve reports the false rejection rate (FRR) as a function of the
FAR, both computed parametrically being equally the decision
threshold T on the fused score. Note that the FAR under a
spoof attack is defined as the percentage of spoof attempts that
got accepted as genuine, which is also referred to as Spoofed
FAR (SFAR) in [6].
In Figure 4 we show the DET curves of the mono- and
the multi-modal systems under normal operation (i.e., with
no spoofing attack), using solid curves, and the performance
under a spoof attack against one trait (both for the mono-modal
and multi-modal-systems) and both traits (for the multi-modalsystems), using dashed curves. For reference, we also report
the DET curve corresponding to a worst-case attack against
both traits, which was simulated as in [5], [6], [7]. Note that
the latter DET curve corresponds to the line F AR = F RR,
as the matching score distribution of fake traits is assumed
to be identical to the one of genuine users. Note also that
the red (fingerprint individual system) and green curves (face
individual system), as well as the black dashed curve (worstcase attack against both traits of the multi-modal system)
are the same in all plots. Therefore, only the two blue
curves corresponding to multi-modal systems without spoofing
attacks, and with realistic spoofing attacks against both traits,
change depending on the fusion rule.
We can first observe that, under normal operation (i.e., no
spoofing attacks), fusion improved the performance of the
corresponding mono-modal systems. The only exception are
the sum and weighted sum rules, at high FAR vales. This
behavior is due to the fact that the genuine and impostor score
distributions of the face matcher in the considered data set
turned out to be more overlapping than the ones produced by
the fingerprint matcher, as it can be noted from the worse DET
curves obtained by the individual face system with respect to
the individual fingerprint system. In other words, generally
the benefit of fusion are exploited when the classifiers show
complementary nature. However, since in this case one of
the modality is significantly worse over all the DET curve,
the performance of multimodal system is below the best
performing classifier.
Consider now the DET curves related to the realistic spoof
attacks against mono- and multi-modal systems. It can be
seen that the performance under attack considerably worsen
both for the mono-modal face and fingerprint system. The
performance of the multi-modal system under a realistic spoof
attack against both traits is however better than the one attained
by both mono-modal systems under attack, for all score
fusion rules. In other words, an attacker has lower chances
to evade the bi-modal systems considered in our experiments,
when he spoofs both traits, than to evade each single monomodal system. Accordingly, we can say that the bi-modal
systems considered in our experiments exhibited a higher
robustness to realistic spoof attacks against both traits, than the
corresponding mono-modal systems against the same attacks.

This provides evidence to the common claim that multi-modal
systems are more robust to spoofing attacks than mono-modal
ones.
However, a comparison of the solid and dashed blue curves
clearly shows that the performance of the multi-modal systems under a realistic spoofing attack against both traits is
significantly worse than under normal operation, for all the
fusion rules considered. This indicates that the probability of
an impostor evading the multi-modal systems is high, even
if he does not fabricate a perfect replica of the spoofed trait.
For instance, using the product rule, if the ZeroFAR operating
point is chosen on the training set (namely, the lowest decision
threshold T which provides a zero FAR on training samples),
an average FAR of 0.51% is obtained on testing samples under
normal operation. When both face and fingerprints are spoofed
instead, the FAR increases to 27.01%.
Accordingly, as far as our results are concerned, they provide evidence to the common claim that multi-modal systems
can be cracked by spoofing attacks against all matchers,
even when the attacker is not able to fabricate the exact
replica of genuine user’s biometric traits. Finally, note that the
performance attained by the multi-modal systems under such
realistic spoofing attacks is much better (although still not
suitable for the requirements of security applications) than the
one predicted under the worst-case assumption (black dashed
line). This provides further evidence, besides the one of [10],
that the worst-case assumption can be not representative of
real spoofing attacks. This also further motivates the need of
novel methods to evaluate the robustness of biometric systems
under spoofing attacks, without requiring the fabrication of
fake traits, as in [8], [9].
V. C ONCLUSION AND FUTURE WORK
Our experiments on realistic spoofing attacks provided
evidence of two common beliefs about the robustness of
multi-modal biometric systems. First, they can be more robust
than each corresponding mono-modal system, even in the
case when all biometric traits are spoofed. Second, their
performance under a spoofing attack against all traits is still
unacceptable for security applications. In other words, they
can be cracked by spoofing all the fused traits, even when
the attacker is not able to fabricate an exact replica of the
genuine user’s traits. We also found that the worst-case assumption considered in previous works [5], [6], [7] can be not
representative of realistic spoofing attacks: its suitability may
depend on the specific biometric trait, the matching algorithm,
and the techniques used to fabricate the spoofed traits.
On the one hand, our results confirm the need of proper
countermeasures against spoofing attacks, some of which have
already been proposed in [5], [6]. On the other hand, they
also show the need of novel methods to assess the robustness
of multi-modal systems against spoofing attacks as the ones
proposed by the authors in their preliminary works [8], [9],
to overcome the limitations of the worst-case assumptions of
[5], [6], [7].
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