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Most spam filters consist of a set of modules which analyse
different characteristics of an email (sender’s address,
header, body, attachments) to determine whether to label it
as spam or legitimate mail (ham). In many filters the module
devoted to the analysis of the email’s textual content is
based on statistical text categorization techniques. The
application of such techniques to the spam-filtering task has
been widely investigated by the machine-learning
community over the past ten years (see for instance [1–4]).
To circumvent filtering modules based on text analysis,
spammers started to embed their messages into attached
images – this trick is called image-based spam (or image
spam). Moreover, text images are often obfuscated using
different techniques to render OCR tools ineffective without
compromising human readability.
To deal with image spam, modules based either on OCR
tools or on low-level image processing techniques have been
introduced in spam filters. However, there is not yet a clear
understanding of the effectiveness of image spam with
obfuscated text in evading anti-spam filters that are based on
OCR tools. As a consequence, there is also a lack of clear
guidelines for the development of filtering modules against
image spam.
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2 SPAMASSASSIN ARCHITECTURE
SpamAssassin is made up basically of a set of ‘if-then’
rules, each one of which is dedicated to a different
characteristic of an email which can be useful to determine
either its spamminess or its hamminess. A score is
associated with each rule: higher scores denote a higher
degree of spamminess. The scores of the rules which fire
(rules whose antecedent is true) are summed up, and if the
sum exceeds a predefined threshold the email is labelled as
spam (see Figure 1). The score of each rule belongs to a
given range (possibly different for each rule).
To improve the effectiveness of the filter on their specific
email traffic, users can change the score range either
manually or by using a built-in procedure named
mass-check [6], which must be carried out on a
user-defined dataset. The mass-check procedure sets the
score range by taking into account the detection rate and
the reliability of each rule. It is worth pointing out that the
scores of SpamAssassin rules can either be binary or
continuous-valued.
The SpamAssassin architecture is easy for users to
understand and is extremely flexible, since it is possible to
plug and unplug rules without changing the global
configuration of the filter, i.e. without changing the score of
the rules (although it should be pointed out that leaving
weights unchanged as the rule set is modified may not be
the best choice).
Among the set of rules available in SpamAssassin, there are
currently four plug-ins dedicated to image spam: OCR
plug-in, OCRtext, FuzzyOCR and BayesOCR.

In this work we focus on SpamAssassin [5], one of the most
well known and widespread open-source spam filters, and
provide a thorough and systematic analysis of its
vulnerability to image spam with obfuscated text when an
OCR-based filtering module is used. To this aim, we used a
dataset of real spam emails with artificially generated
images. The images were obtained by reproducing three
kinds of the most commonly used text obfuscation
techniques observed in real spam emails, and by varying the
degree of obfuscation of each image in a suitable range.

The OCR plug-in looks for a set of predefined keywords in
the text extracted by an OCR tool from the image attached
to an email (two open source OCR tools can be used: gocr
[7] and tesseract [8]). A binary scoring system is used: if at
least one keyword is found, the plug-in sets its score to the
value of 3, otherwise its score is set to 0 (these are the
predefined values). OCRtext uses the same idea as the OCR
plug-in, but also checks some other properties of the
attached image unrelated to content (such as aspect ratio
and file size). FuzzyOCR works similarly to OCRtext, but

We assessed both the performance of the whole
SpamAssassin filter and that of the stand-alone OCR-based
module. Two open source OCR tools used in SpamAssassin
were considered: gocr and tesseract. Finally, we evaluated
the SpamAssassin performance on a dataset of real spam
emails with real attached images. The results of our analysis
provide some useful insights into the effectiveness of
OCR-based modules in spam filters, as well as some
suggestions for the development of effective image
spam-filtering modules.

Figure 1: SpamAssassin architecture. The scores associated
with the firing rules are summed up and if the sum exceeds a
predefined threshold the email is labelled as spam,
otherwise it is labelled as ham.
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carries out a fuzzy matching between keywords and the
extracted text, which in principle makes it more robust to
OCR errors. Its scoring system is different as well.
BayesOCR sends the extracted text to the text classification
module of SpamAssassin, using the corresponding score. It
is based on the work described in [9].
In our experiments we chose to use the OCR plug-in since
it does not perform any pre-processing on the attached
image, and carries out a simple keyword matching between
the extracted text and a list of keywords in its database. This
allowed us to assess directly how obfuscation techniques
affect the performance of an OCR-based filtering module,
and consequently the overall performance of the spam
filter, without the need for taking into account the influence
of other techniques (like image pre-processing or text
categorization).
Finally, it should be pointed out that SpamAssassin has
four different working configurations obtained by using or
not using the text classifier based on the naïve Bayes
classification technique (which is often used in spam filters,
see for instance [1, 3]), and by using or not using
Internet-related rules, e.g. DNS blacklist checking. In our
experiments we assessed the performance of all four
working configurations, using the default scoring system
for each rule.

3 AUTOMATIC GENERATION OF SPAM
IMAGES WITH OBFUSCATED TEXT
To carry out a systematic analysis of the effectiveness of
image spam with obfuscated text in evading detection by a
spam filter with an OCR-based tool, it is necessary to
collect a large dataset of spam emails with attached images
including representative kinds of obfuscation techniques.
Unfortunately, however, no freely available
benchmark dataset with these characteristics
exists. In particular, freely available datasets of
spam emails were collected when image spam
was not yet widespread and thus contain at most
a negligible number of messages with attached
images. Moreover, even in a personal archive of
spam emails it is difficult to find a
representative set of obfuscation levels. For this
reason we developed a software module for
generating artificial spam images characterized
by different kinds of obfuscation technique
observed in real spam images, and by a degree
of obfuscation which can be fine tuned. In
particular, we focused on the three kinds of
obfuscation techniques widely used by
spammers.

3.1 Implementation of text obfuscation
techniques
The first obfuscation technique (see Figure 2, top row)
consists of making both the text and background colours
non-uniform. In particular, the colour of each text pixel is
chosen randomly, while the background is made up of
horizontal segments of random width and one pixel height,
whose colour is also chosen randomly. A Gaussian
distribution is used for the grey-level value Y of each text
pixel. The corresponding RGB values are then generated as:
Y = 0:299 * R + 0:587 * G + 0:114 * B

(1)

A Gaussian distribution is also used for the width and the
colour of each background segment, which was set as
described above for text pixels. All the parameters of the
above-mentioned probability distributions (mean and
variance) were set as described in Section 3.2, with the aim
of obtaining images similar to the ones observed in real
spam emails, with different degrees of text obfuscation with
respect to an OCR tool.
The second obfuscation technique consists of misaligning
text characters over a non-uniform background made up of
random shapes of different random colours (see Figure 2,
middle row). Each text character was shifted vertically by a
random amount (positive or negative). The perimeter of
each background shape was obtained by connecting with
straight lines pairs of points chosen randomly, until a given
percentage of the image area was covered (different shapes
can overlap). The colours of the background shapes were set
as described above for the first obfuscation technique.
The third obfuscation technique consists of drawing
horizontal segments of random length over a clean text
image with uniform background. The segment colour is
identical to the background colour: this results in cutting the

Figure 2: Examples of real spam images using three different text
obfuscation techniques (left), and spam images generated with the proposed
algorithm (right). It is easy to see that artificially generated spam images are
very similar to the real ones.
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text, breaking and splitting characters. The
length of each segment, as well as the
average horizontal and vertical distance
between different segments, is chosen
randomly from a Gaussian distribution.

3.2 Definition of the degree of
obfuscation
For the purposes of this work, the
parameters which control the three
obfuscation techniques were set with the
following rationale: first, we wanted to
obtain images similar to the ones observed
in real spam emails. In particular, the text
embedded into such images, although
obfuscated, must be readable by a human
being. Second, a range of parameter values
had to be defined to obtain different degrees
of text obfuscation with respect to an OCR
tool. This was accomplished as follows: we
evaluated the performance of two OCR
tools, gocr and tesseract, in terms of the
word error rate (WER), which is a common
measure of OCR performance [10]. For a
given image with embedded text, WER is
defined as the fraction of words not
recognized correctly by the OCR. A word is
considered correctly recognized only if all
its characters are recognized correctly (in
the right sequence).

Figure 3: Example of an image with clean text (degree of obfuscation = 0%).

Figure 4: Examples of images obtained from the one shown in Figure 3 using the
three obfuscation techniques considered in this work, and a degree of obfuscation
equal to 50% (left) and 100% (right).

In these experiments we used a text
composed of 80 different words (which is
the typical length of an image spam text), excluding
punctuation and accents.

For each obfuscation technique we assessed which of the
corresponding parameters exhibited a significant correlation
with WER. To this aim, we computed WER as a function
of each single parameter, setting all the others to constant
values (different constant values were evaluated). Afterwards,
parameters which turned out not to be significantly
correlated to WER were set to constant values so that the
images obtained looked as similar as possible to real spam
images (without compromising human readability).
For parameters correlated to WER a range of values was
defined so that the values at the end of the range,
corresponding to the highest degree of obfuscation, led to
images that were still readable by human beings. The degree
of obfuscation was then formally defined as a percentage: to
obtain an image with, say, a 60% degree of obfuscation,
each parameter (among the ones correlated with WER) of
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the first and second obfuscation techniques was set to
l + 0:6 * (u – l), where l and u denote respectively the lower
and upper values of the corresponding range (assuming that
l corresponds to the lowest obfuscation caused by that
parameter). The parameters of the third obfuscation
technique were set similarly, but using a logarithmic scale
for their range (the reason is that the relationship between
the parameters and WER proved to be non-linear for this
obfuscation technique).
Examples of the images obtained at different degrees of
obfuscation for the image in Figure 3 are shown in Figure 4.

4 EXPERIMENTAL ANALYSIS
In this section we present experiments aimed at evaluating
the effectiveness of image spam with obfuscated text in
evading detection by the SpamAssassin filter equipped with
an OCR plug-in.
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Two experiments were carried out. In the first
experiment, artificial spam images generated as
described in Section 3 were used to assess
systematically the performance of the single OCR
plug-in and of the whole SpamAssassin filter as a
function of the degree of obfuscation. In the second
experiment a real dataset of image spam was used.
Version 3.1.3 of SpamAssassin was used, with
default settings and additional packages related to
common collaborative spam-filtering networks,
including RAZOR [11], PYZOR [12] and DCC
[13]. For the OCR plug-in, the default keywords
database was used.

4.1 Experiments with artificial spam
images

Figure 5: Spam image with clean embedded text and several well-known
spam keywords, e.g. ‘stock’, ‘company’, which are in the OCR plug-in
keyword list. This image was used as source for generating images with
different obfuscation techniques and levels.

The first experiment we carried out was aimed at
assessing the ability of image spam with obfuscated text to
evade detection by SpamAssassin equipped with an OCR
plug-in (gocr was used as OCR tool).
The analysis was carried out using spam images with
different degrees of text obfuscation. To this aim we used a
dataset of 1,779 real spam emails with attached images
received in the authors’ personal mailboxes between July
2006 and February 2007.
To carry out a systematic analysis of the SpamAssassin
performance as a function of the degree of obfuscation, we
substituted the original images attached to each email with
artificial images obtained as described in Section 3. More
precisely, we first generated an image which was easily
detectable as spam by the OCR plug-in: it was a clean
image (degree of obfuscation equal to 0%) with embedded
text containing several keywords known to be included in
the OCR plug-in database, and using a font easily
recognized by gocr. The image is shown in Figure 5. This
image was attached to each of the 1,779 spam emails to
create a dataset with the most favourable conditions for the
OCR plug-in, as a baseline for the subsequent comparison
with obfuscated images.
Then we modified the image using the three obfuscation
techniques described in Section 3, and ten different degrees
of obfuscation ranging from 10% to 100% in steps of 10%.
For each obfuscation technique and each degree of
obfuscation, we generated 1,779 spam images and attached
them to the 1,779 spam emails (note that each image was
different due to the random choice of the obfuscation
parameters).
This led to three datasets, one for each obfuscation
technique; each dataset was made up of ten subsets (one for
each degree of obfuscation) containing the same 1,779 spam

emails, and the emails of each subset contained spam
images characterized by the same degree of obfuscation.
We remind the reader that the OCR plug-in has a binary
scoring system: it outputs a default value of 3 if the input
image is deemed to be spam, and 0 otherwise. Moreover, we
point out that even if the OCR plug-in outputs a score value
of 3, the input email is not necessarily labelled as spam by
SpamAssassin, since the final decision also depends on the
output of the other modules (which can be negative), and on
the fact that the default SpamAssassin threshold is 5.
Similarly, an email can be labelled as spam by SpamAssassin
even if the output of the OCR plug-in is 0. For these reasons,
in our experiments we evaluated both the performance of
the whole SpamAssassin filter and the performance of the
individual OCR plug-in. Performances were evaluated in
terms of the fraction of spam emails correctly labelled as
spam, which equals 1 minus the false negative (FN) rate,
defined as the fraction of spam emails incorrectly labelled
as ham.
Figure 6 shows the OCR plug-in detection rate (1–FN), for
each obfuscation technique, as a function of the degree of
obfuscation. Note first that at zero degrees of obfuscation,
all images were correctly recognized as spam by the OCR
plug-in, as desired. It can also be seen that, even if the
behaviour of 1–FN depends on the specific obfuscation
technique, it almost always decreases as the degree of
obfuscation increases (with few exceptions). The decrease is
very rapid for the first obfuscation technique, slower for the
second one (note that even at 100% degree of obfuscation,
about 66% of spam images are still recognized), and abrupt
for the third one, once the degree of obfuscation exceeded
80%. Note that at 100% of the degree of obfuscation (which
does not compromise human readability, as explained in
Section 3.2) the OCR plug-in was not able to recognize any
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OCR plug-in. The rate of correctly recognized spam emails
almost always decreases for increasing degrees of
obfuscation. Such a decrease is smooth for the first and
second obfuscation techniques, while it is abrupt for the
third technique.
Finally, the second technique proved to be less effective in
evading SpamAssassin (since it results in higher 1–FN
values at 100% degree of obfuscation). However, a
remarkable difference appears with respect to the OCR

Figure 6: Spam detection rate of the OCR plug-in as a
function of the degree of obfuscation for the three
obfuscation techniques considered in the experiments.
spam email when the first and third obfuscation techniques
were used. This provides clear evidence that some
obfuscation techniques are effective against detection by the
OCR plug-in, even with low degrees of obfuscation (this is
the case in the first obfuscation technique).
Consider now the performance of the whole SpamAssassin
filter. In our experiments we analysed its behaviour for each
of the four configurations discussed in Section 2. These
configurations are denoted in the following as ‘bayes’ (only
the naïve Bayes text classification module was used), ‘net’
(only Internet-related rules were used), ‘bayes 1–FN + net’
(both kinds of rules were used) and ‘local’ (none of these
rules was used).
The naïve Bayes text classifier was trained on 5,273 spam
emails collected in the authors’ mailboxes (from November
2005 to June 2006) and 3,515 ham emails taken from the
Enron dataset [14, 15] (since the naïve Bayes is a statistical
classifier, we chose a 2:3 proportion between ham and spam
training emails, which, according to recent estimates, is
similar to the proportion observed in real email traffic).
In Figure 7 we report the 1–FN values as a function of the
degree of obfuscation for each of the four configurations
and each of the three obfuscation techniques. First, as one
might expect, it can be seen that the ‘bayes + net’
configuration is the most effective, while ‘local’ is the least
effective. Interestingly, the use of Internet-related rules only
(‘net’) significantly outperformed the use of the naïve Bayes
module only (‘bayes’).
Consider now the performance of SpamAssassin with
respect to the obfuscation techniques: it is easy to see that
the following features are similar to the behaviour of the
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Figure 7: SpamAssassin detection rate versus the degree of
obfuscation, for obfuscation techniques 1 (top), 2 (middle)
and 3 (bottom), and the four different SpamAssassin
configurations, using the default threshold value 5.
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plug-in performance: even at 100% degree of obfuscation a
significant fraction of spam emails is correctly recognized
by SpamAssassin when the first and third obfuscation
techniques are used, although in these conditions the OCR
plug-in labelled all the images as ham (see Figure 6). This
means that a large fraction of image spam (between 75%
and 90% in our experiments across the different obfuscation
techniques when the ‘bayes + net’ configuration was used),
can be recognized even if the OCR plug-in is evaded, thanks
to the other filtering rules. Instead, the remaining fraction of
image spam emails (from 10% to 25%, depending on the
obfuscation technique) can be detected by SpamAssassin
only thanks to the OCR plug-in (the lower the degree of
obfuscation, the higher the detection rate).
To sum up, our experimental results suggest that
SpamAssassin is rather robust against image spam (perhaps
more robust than one might think), even if its OCR-based
filtering module can be evaded quite easily using obfuscated
text. Using an OCR-based filtering module can improve
SpamAssassin’s detection capability further if text
embedded into images is clean or exhibits very low degrees
of obfuscation.

4.2 Experiments with real spam images
In this section we provide an evaluation of SpamAssassin on
a real dataset of image spam, in order to assess its
performance in a realistic working environment. In this case
we compare the performance of SpamAssassin with and
without the OCR plug-in. We predicted that the
improvement in spam detection rate due to the use of an
OCR-based plug-in would be lower than the maximum one
observed in the previous experiments (corresponding to
clean spam images), given that many real spam images
contain obfuscation techniques. For these experiments we
used the same emails as in the previous experiments plus
253 emails with more than one attached image.
In Table 1, rows (a) and (b), we report the 1–FN values of
SpamAssassin respectively with and without using the OCR
plug-in for the four configurations explained above.
Focusing on the most effective configuration (‘bayes + net’,
fourth column), it can be seen that over 80% of image spam
emails were recognized by SpamAssassin without the OCR
plug-in. When the OCR plug-in was used, only 6% more
image spam emails were detected (this percentage is
reported in row (c)).
To further analyse these results, in row (d) we report the
percentage of emails correctly labelled as spam by both the
OCR plug-in and SpamAssassin, and in row (e) the
percentage of spam emails correctly labelled as spam by the
OCR plug-in and mislabelled as ham by SpamAssassin. It

local

net

bayes

bayes+net

(a)

41.3%

51.4%

78.4%

86.8%

(b)

31.6%

46.2%

70.3%

80.8%

(c)

9.7%

5.2%

8.1%

6.0%

(d)

15.8%

15.9%

25.3%

25.3%

(e)

9.5%

9.4%

0%

0%

Table 1: Percentages of spam emails detected by
SpamAssassin using the OCR plug-in (a); spam emails
detected without using the OCR plug-in (b); spam emails
correctly labelled by SpamAssassin only when the OCR
plug-in was used (c); spam emails labelled as spam both by
the OCR plug-in and SpamAssassin (d); spam emails
labelled as spam only by the OCR plug-in (e).
can be seen that the OCR plug-in detects only about 25% of
image spam (and, as shown in row (c), only for 6% of spam
emails was such detection useful for the overall
SpamAssassin filter). As shown by row (e), the detection of
a spam image by an OCR plug-in was always sufficient for
it to be labelled correctly as spam by SpamAssassin.
The above results seem to confirm that most image spam
can be detected by SpamAssassin even without using an
OCR-based filtering module (that is, they are recognized for
characteristics other than the text embedded into images).
Nevertheless, there is also evidence that such kinds of
module can be useful against those kinds of image spam in
which text obfuscation techniques are less likely to be used
(e.g. phishing emails, which, to be effective, must look as if
they come from reputable senders, and thus should be as
‘clean’ as possible).
It should also be noted that a higher effectiveness than that
exhibited by the OCR plug-in could be attained by using
more effective OCR tools (although this could lead to an
undesirable higher computational complexity), perhaps
tailoring them to the characteristics of image spam (mainly
low-resolution images), and exploiting different text
analysis techniques from the simple keyword detection
carried out by the OCR plug-in.
However, we believe that different techniques should be
used to detect the percentage of image spam with
obfuscated text which currently evades a filter like
SpamAssassin (about 15% in our experiments on real spam
emails). For instance, techniques based on pattern
recognition and computer vision techniques can be used,
like the ones in [16, 17], and the ones investigated by the
authors in [18–20], which are aimed specifically at
detecting the presence of obfuscated text. A combination of
such kinds of approach and OCR-based approaches could
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also allow a tradeoff between effectiveness and efficiency. A
hierarchical architecture can be devised for a spam filter, in
which computationally demanding OCR tools are used only
if the email has not been recognized as spam by other
techniques.

5 CONCLUSIONS
We assessed the performance of SpamAssassin equipped
with an OCR plug-in against image spam with obfuscated
text. We used an artificial image spam generator to simulate
three different obfuscation techniques and generate text
images with different degrees of obfuscation. Those
techniques were studied, and their effectiveness in evading
SpamAssassin was assessed.
We showed how the first and third obfuscation techniques
are more effective against SpamAssassin and the OCR
plug-in (using gocr) than the second technique. We carried
out an extended experimental analysis over a real image
spam stream, which underlined the relatively low usefulness
of an OCR-based plug-in in the SpamAssassin architecture,
mainly due to the low effectiveness of gocr for this task.
However, we still believe that an OCR-based plug-in
should be present in anti-spam filters, because it can be
helpful in identifying that kind of image spam which does
not usually contain obfuscated text, e.g. phishing emails,
unless other more efficient approaches are proposed.
Moreover, more complex OCR-based plug-ins can achieve
better performance.
Finally, some useful suggestions to improve spam filtering
efficiency have been proposed: we suggest a hierarchical
architecture to analyse image spam, using obfuscation
content detectors and OCR plug-ins, which we are currently
investigating.
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