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What is LivDet09 ?

• Fingerprint recognition systems are vulnerable 
to artificial spoof fingerprint attacks, like molds 
made of silicone, gelatin or Play-Doh

• LivDet09 is a competition where academic and 
industrial institutions can submit their “liveness
detection” algorithm and
– evaluate its performance,
– compare it with other algorithms, by a common 

experimental protocol

Goals of LivDet09

• To compare different methodologies for 
software-based fingerprint liveness detection 
with a common experimental protocol and large 
dataset of spoof and live images

• To become a reference event for academic and 
industrial research in software-based fingerprint 
liveness detection

• To raise the visibility of this important research 
area in order to decrease risk of fingerprint 
systems to spoof attacks



Organizing Committee

• Gian Luca Marcialis and Fabio Roli
– University of Cagliari, Italy
– Department of Electrical and Electronic Engineering
– Pattern Recognition and Applications Group (PRAG)

• Stephanie Schuckers
– Clarkson University, USA
– Department of Electrical and Computer Engineering
– Biomedical Signal Analysis Laboratory

• Graduate and undergraduate students of both
universities participated and managed the 
competition. This group of people took the name
of “LivDet09 Group”

The LivDet09 Group

• University of Cagliari:
– Pietro Coli (experiments manager)
– Daniele Muntoni, Alessandra Tidu (data set 

managers)
– Alberto Congiu (webmaster)
– Fulvio Busetto (LivDet09 logo designer)

• Clarkson University
– Bozhao Tan, Aaron Lewicke, Dominic Grimberg (data 

set and experiments managers)

LivDet09 Rules: constraints

• Due to the wide variety of current liveness detection 
algorithms, the competition defines some constraints for 
the submitted algorithms
– Methods must output, for each image, a “liveness degree”

ranging from 0 to 100 (e.g. posterior probability of “true” class)
– A training set of fake and live fingerprint images will be made 

available to each participant (25% of total data)
– Each submitted algorithm, as a Win32 console application, must 

follow the input and output sequence required
– Each submitted algorithm is tested using a withheld dataset that

is the remaining 75% of the entire data set

LivDet09 Data sets

• Three data sets, by three different optical
fingerprint sensors

• Images collected by a consensual approach, 
using different materials for the artificial 
reproduction of the fingerprint (gelatin, silicone, 
play-doh)



Examples of LivDet09 fake
fingerprint images

Cross-Match             
(play-doh, gelatine, silicon)

Identix
(play-doh, gelatine, silicon)

Biometrika
(silicon)

LivDet09 evaluation scheme

Script for experiments

Algorithm Provided by
Participant

Algorithm Provided by
Participant

Fingerprint image
(from LivDet data set)

p(Live|Image)

Final
classification
according to
MAP criterion

Evaluation Parameters

• Per Sensor
– Frej_n: Rate of failure to enroll for the sub-set n.
– Fcorrlive_n: Rate of correctly classified live fingerprints for sub-set n.
– Fcorrfake_n: Rate of correctly classified fake fingerprints for sub-set n.
– Ferrlive_n: Rate of misclassified live fingerprints for sub-set n.
– Ferrfake_n: Rate of misclassified fake fingerprints for sub-set n.
– ET: Average processing time per image

• Overall evaluation
– Frej: Rate of failure to enroll.
– Fcorrlive: Rate of correctly classified live fingerprints.
– Fcorrfake: Rate of correctly classified fake fingerprints.
– Ferrlive: Rate of misclassified live fingerprints.
– Ferrfake: Rate of misclassified fake fingerprints

Winner declaration

• In this first LivDet edition, winner has been
declared on the basis of the average overall
error rate of live and fake fingerprints



Some participants statistics

• First Session: training phase and 
preliminary evaluation
– Performed by participants themselves
– 14 Registered Users, that gain the access to

the LivDet09 training set

• Second Session: final evaluation (test)
– Performed by LivDet09 Group
– 4 Participants, 2 from Academic and 2 from

Industrial Institutions

Final participants

• Dermalog Identification Systems GmbH 
(Dermalog)

• Biometric Recognition Group - ATVS at 
Universidad Autonoma de Madrid (ATVS)

• Anonymous (industry)
• Anonymous 2 (academic)

Ferrfake and Ferrlive error rates
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Ferrfake � rate of misclassified fake fingerprints (false acceptances)

Ferrlive � rate of misclassified live fingeprints (false rejections)

Failure-to-enroll and Elapsed Time

Failure-to-enroll rate



Overall Error Rate

Winner!!!

Conclusions

• LivDet 2009 is the first international public competition 
for software-based fingerprint liveness detection

• The number of registered participants has been
encouraging

• It is hoped that the next LivDet competition will be 
followed by a number of competitors such that further 
improvement in algorithm performance is encouraged

• Our expectation is that the proposed experimental 
protocol, data sets, and algorithm results, may become a 
standard reference point for the research community, 
such that increased algorithm performance can be 
achieved


